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About This Manual

In this manual, we will describe on how to use various services provided on the generic
server, aimed for the users who has created an account on this server.(If you are the
system administrator, please take a look at the administrator manual also.)

This manual can be used on any server. So we have written the common hosthame
(*** x** tsukuba.ac.jp) as shown below. Please replace the "***" to your server name.

eFor manual and server information and logging in to "System Management" menu,
please refer to the page below.

https://*** *** tsukuba.ac.jp:8443/

% If you do not know what the *** part(server name) is, please contact the system
administrator. The PDF below will provide you with information also.
For server name (mail, web, etc.) and available service, please refer to the web
page below.

https://rose.cc.tsukuba.ac.jp/manual/service/server.pdf
(Can be accessed from the university)

% Please delete the port number [:8443] on the next site when accessing.
https://ob.md.tsukuba.ac.jp/

®For information about the generic rental server please refer to the web page below.

https://rose.cc.tsukuba.ac.jp/manual/

http://[www.cc.tsukuba.ac.jp/wp/service/rental/



https://rose.cc.tsukuba.ac.jp/manual/service/server.pdf
https://rose.cc.tsukuba.ac.jp/manual/
https://rose.cc.tsukuba.ac.jp/manual/
http://www.cc.tsukuba.ac.jp/wp/service/rental/

1. Logging in to Administration Menu

To access the Secup-BSD management screen, use the URL below to access.
https://***.*** tsukuba.ac.jp:8443/

Click the "System Administration" link in the URL above. Next, insert your username and

password in the authentication screen as shown below.

Secup-BSD

Administration Page

Uszer Name

Fassword

Logn

After the authentication, you will be sent to the administration menu top page.

Please sefoct setting page from left menu

Prasword

Mail Forwarding
Web
SSH Putiic Key

Logouwt




2. Changing Password

Password is centrally controlled, and is used for accessing the administration menu,
sending and receiving e-mail, and when transferring web page. Password can be

changed using the password change screen.

Pressing the [Password] button in the administration menu will take you to the password

change screen.

Password Management: testO]

" Change Password

Mail Forwerding
Web All of your passwords(this adminstraton pege, mall account and wed/ftp aocount) wil be updated whan you change the
password In this form
SSH Putiic Key e
~ Password length are restricted between 10 to 128 characters by specification of the authantication system
Logout

Current Password
New Password

Confirm Password

eceen

Type in your current password, your new password twice, and press [Update] button to

change your password. Your password should be 10 characters or more.



3. Sending and Receiving E-mail

General configuration information about sending and receiving e-mail using Secup-BSD

is listed below.

Outgoing(SMTP) server name

wxx *kk tsukuba.ac.jp

Incoming(IMAP/POP) server name

wkE k% tsukuba.ac.jp

Authentication system

when sending e-mail

©Securing connection :

©Authentication method :

- Encrypted connection is required(SSL)
-+ Port number(SMTP over SSL: No0.465)
- Outgoing server(SMTP) needs authentication

- "Normal password authentication" or "Encrypted password

authentication(CRAM-MD5)"

Authentication system

when receiving e-mail

©Securing connection :

©Authentication system :

- Encrypted connection is required(SSL)
+ Port number(POP over SSL: N0.995 or IMAP over SSL: N0.993)
- Outgoing server(SMTP) needs authentication

- "Normal password authentication" or "Encrypted password

authentication(CRAM-MD5)"

® Online manual for more detailed settings like Outlook, please refer to the web page

below.

https://rose.cc.tsukuba.ac.jp/manual/

https://*** *** tgukuba.ac.jp:8443/Manual/Mail/index.html

® You may access the web mail system (SquirrelMail) using the link below.

https://*** *** tsukuba.ac.jJp/webmail/

roundcube L

Roundcube Webmail



https://rose.cc.tsukuba.ac.jp/manual/

4. Settings for E-mail Forwarding

To set the mail forwarding, press the [Mail Forwarding] button on the administration menu.

Mail Forwarding: testO1 Addresses i

Create Forwarding Address

Web Mail Address Croaty
SSH Putiic Ke: s .
' List of Forwarding Addresses
Logowt
Plasss De sure o confirm that én e-mail will De Torwardad correctly If you 8dd un extarmal e-mall address
Ml Addresses Forwarding rudes Operations
Kaep on Sarver{note. e-mais will not ba sgved if you go over the lmt of disk usaga) Al Edit
Discard (None) Edit

In the e-mail forwarding setup menu you may,

e setup leave or delete e-mail from server after forwarding
e setup condition discarding e-mail when reaching the server
o forward mail to the specified e-mail address

To access more advanced settings for each forwarding address, go from "Edit" link in
each row of "List of Forwarding Addresses".

¥ Incorrect forwarding settings will lead to e-mail loss, so be careful and
please check the settings once more after setting up. Loss of e-mail by a
forwarding mistake cannot be recovered, so you will have to have your

sender resend your mail.



5. Settings for Retaining E-mail on the Server

You can set to retain the e-mail on the server after forwarding, from "Keep on Server"
section in the "List of Forwarding Addresses" field.

Click [All] on the condition column to change the condition for retaining e-mail on the
server.

w Edit Forwarding Address

3 input forwar } 8ddress sng 1 yaraing

SSH Putic Key

Logout

Special Setting Keap on Serverinote: e-maiia will not be saved It you go over the limit of disk usage)
Condition A E.)

Custom Forwarding Rules

Ruke Name Enable
Rulel

Rule2
Update

Back to kst

Select the condition on the pulldown menu and press [Update] to select how to retain
your e-mail on the server. Each condition operates as follows.

o All : Retain all e-mail on the server.(Default)
e Custom : Retain e-mail which suits the forward rule.
(We will mention on how to manage the forward rule later.)
e None : Will not retain any e-mail on the server.
E-mail which does not suit the forward rule will be retained
on the server exceptionally.



6. Settings for Discarding E-mails

You can set certain e-mail that meets the condition to be sent to the Trash folder with
the "Discarding without reading" advanced settings.

X1 This setting does not actually delete the e-mail, so empty the Trash folder
regularly.

%2 "Trash" folder should be set as Trash bin correctly in the mail client settings.
Depending on the settings some mail client cannot see the e-mail that has
been moved to the Trash folder, so please be careful when setting. For
setting up the mail client, please refer to the manual individually.

Click [None] on the condition column to change the condition for discarding e-mails.
Man Fomarding: wo‘ Addresses

Edit Forwarding Address

Please Input forwarding addrass and Torwarding conaitic

Please set "Condition® to "ALL you want forwearding sl e-mails

SSH Puthic Key
Logout

Specis! Setting Discard
Congition e B
Custom Forwarding Rules

Please select rules sppiied when "Condition” is "Custom

Mai forwarding is not axocuted whari no nde is sefectod

Enable
Hulel

RuleZ

Ugaoee

Back to list

Select the condition on the pulldown menu and press [Update] to select how to discard
your e-mail. Each condition operates as follows.

o All : Discard all e-mail.

e Custom : Discard e-mail which suits the forward rule. (We will mention
on how to manage the forward rule later.)

e None : Will not discard any e-mail.(Default)



7. Registering Forwarding Address

Input your e-mail address in the "Create Forwarding Address" form and click the [Create]
button to register your e-mail address to the forwarding address list.

Create Forwarding Address

Mail Address test0l @example.org

After successfully adding a new address, new forwarding address advanced setting page
will be shown. In default, forwarding will not occur because the condition is

set to "Custom" with "no rule"”. To enable forwarding, you will need to change
the setting.

Password
m l Forwaraing Addrass hag baen created
i Edit Forwarding Address
SSH Public Key
Logout R
* Mall Address 810 Fesmoe. o0g
Condition Ll - |

Customn Forwarding Rules

1 nx

Rule Name Enable
Rulel

Rule2
Upaane

Back 10 is1

10



8. Settings for Forwarding Address

You can change your forward address by advanced setting screen's e-mail address

column. Additionally, you can change the forward condition from the "Condition"

column. Click the "Update" button to confirm the change.
Edit Forwarding Address

Please set "Condition" to "ALL" if you want fo

* Mail Address testdl@example.org

Condition

Custom v

You can specify the settings for the forwarding condition as below.
o All

Forward all e-mail to the specified address.
e Custom

Discard e-mail which suits the forward rule. (We will mention
on how to manage the forward rule later.)
Disable the forwarding to the specified address.

In "Custom Forwarding Rules" field, configurable forward rule list will be shown. Forward

rule must be created beforehand (Described later).
Custom Forwarding Rules

e None

Rule Name

rule01

Enable
|
rule02

O

Check the "Enable" checkbox on which rule you want to enable, and press the [Update]
button to save the changes.

% E-mail filter

Spam marks are added to headers and subjects as follows for mails delivered via the
university firewall's virus removal device (also as a role of spam filter) and judged as
spam.

* Add "X-Ironport: Positive" header to spam - judged e-mail and add [Spam] mark to
subject.

* If you suspect spam, add the "X-Ironport: Suspected" header and add the
[Suspected Spam] mark to the subject line.

By using this, it is possible to isolate it into "junk mail" folder, etc. as the sorting

condition when mails with [Spam] mark in the subject and keywords such as Positive
match with X-Ironport header.

However, there is also spam misjudgment so you need
to periodically check the "junk mail" folder.

Mail software (Thunderbird etc) had installed on your computer, you can isolate spam

mail to junk folders by using mail filtering function. For details, please see PDF below
(Ex) https://rose.cc.tsukuba.ac.jp/manual/en/mail/thunderbird-win-en.pdf

In addition, although it is possible to find and delete spam mails on the mail server side,

there are also erroneous judgment, so it is better to avoid deleting automatically.

11
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9. Managing the Forwarding Rule

When clicking the "Rules" tab, currently registered forward rule list will be shown.

Rule Name

SSH Putiic Ker s =
Y Listof Forwarding Rules
Logout
Rule Name Conditons OrderOperations

Edit

Rulal o From 1S tas02@exemple.ong AY A
: Delete

) i « From IS tasi03Vexemplecrg Edit

Rulke2 . . A

* Subject 1S subjectexample Delete

Forward rule list will be evaluated from top to bottom. Click the arrow on the order

column to shift the rules. For each rule, click the "Edit" link to edit the setting, and
"Delete" link to delete the forwarding rule.

To register a new forward rule, input a new rule name into the "Create Forwarding Rule"
and click the "Create" button.

Create Forwarding Rule

Rule Mame Create

m Setting for the forward rule

When clicking the "Edit" in the forward rule list, forward rule advanced setting screen
will be shown.

Edit Forwarding Rule

Wab * Rule Name Rue2
SSH Public Ky Lt
Logout List of Forwarding Conditions
Create New Entry
Target Kind Koywords Operations

Edit

From: IS testO3Pexampie org D&;clr

Sub IS b - Edit

| 1 & (N subject exampie
s : i Delete

Back to list

Input a rule name in the "Rule Name" column, and click the "Update" button to change
the rule name for the forwarding rule.

In the "List of Forwarding Conditions", forward condition for each forwarding rule will be

shown. Click the "Edit" link for each row, to reveal the forward condition settings. To
delete the forward condition, click the "Delete" link.

Clicking the "Create New Entry" link in the "List of Forwarding Conditions" will show the
forward condition register screen.

12



e

Mg Edit Forwarding Condition

Each input box is described as follows.
® Target: Select the field for the forward rule condition to take place. If you select
"Other ", an entry field will appear below, so input your target header field name
there.

* Target Other:
From:

® Keyword: Input the condition and keyword to match the rule. Each conditions
behavior is as follows.

IS: Perfectly matches the input on any row.
NOT IS: Does not match with the input on any row.
INCLUDE: Includes the input on any row.

NOT INCLUDE: Does not include the input on any row.

Clicking the "Edit" link on the "List of Forwarding Conditions" will show the exact same
page, and will enable to take change on the conditions.

* Notice
Regular expressions can be used in the "keyword" column.
Regular expressions conform to the rules of egrep.
If you use special characters suchas [ ] () . * ? as they are, escape them with a
¥ mark or backslash.
If you can not enter ¥ mark, you can escape backslashes in the same way instead.

(Ex) To specify the keyword [Spam], write it as ¥[Spam¥].
If you specify [Spam] without ¥ (backslash), the brackets are interpreted

as regular expressions, so "'S", "p", "a", "m", please note that it will be
interpreted as a regular expression matching one of the characters.
13



10.Updating the Web Page

®Registered users homepage on the server will be released on the URL below(if the
public setting of the homepage is enabled by the administrator).

http://***.*** tsukuba.ac.jp/~<Username>/

X ~ is tilde. Replace the <Username> to your account name.
@To transfer files to the opened webpage server file, you will need to use SFTP.

@®Account and password, uploaded web contents must be appropriately.
%  When using the CMS to release the webpage, to prevent unauthorized access

from abusing the CMS's bug or security hole, always keep the CMS and plugins

updated.
X Please be careful NOT to have any personal information leakage.

Any data that should not be revealed should not be saved on the server and
must be carefully managed by other means.

14



10.1 File Transfer using the SFTP/FTP Service

Please use SFTP to upload files on to the server. We recommend the software called
"WinSCP" which supports SFTP on the Windows system.

You may also use FTP instead of SFTP, but Secup-BSD's ftp service forbids plain text
password authentication. For this reason, you will need to use the ftp client software
which supports the one-time password (OTP).

On Windows, we recommend software called ffftp supports OTP. For other environments,
you will need to find a ftp client software which supports the OTP or use software called
OTP calculator. In a ftp client software which supports the OTP, you can transfer files
just by typing in your configured password. When using the OTP calculator, you will
need to input the string calculated by the OTP calculator as the password.

15



10.2 File Transfer using the WinSCP

Here, we will explain how to update the webpage using WinSCP.
After starting up the WinSCP, the login dialog will appear as shown below.

WinSCP Logi

Session Session
_Stureu:l TETTIONS SR Port number
Ervironment loorel —
L. Directaries Y Bxample orel s
55H
Preferences Lzer name: Bazzword:
testll

Private kew file:

Protocol

File protocal: SFTP - Allow SCP fallback

[7] Advanced options k
[ About... ] l Languages l Login Save.. Cloze

To register the Secup-BSD server, input the information in each item and click "Save".

e [Host name]: Input your server's hosthame.
e [User name]: Input your account name.

e 531 e

Segsi [ testi@ey exampleore
Stored sessions I

L : Edit
... Directories

SSH Delete

Preferences

Bename
New folder..
Set defaults

Shell icon...

[7] Advanced options Tools..

[ About... ] [Languages] l Login ] Save... Close

After saving, the left tree will change from "Session" to "Stored Session", and the
registered session will be shown. Select the registered session from the tree, and click

e HERREEE

the "Login" to start the connection.



When connecting for the first time, the warning dialog as shown below will pop up.
If you trust this host, press "Yes". (This dialog box will not appear from the second time

on)
Wamning
I The srver's host key mas not fourd n e cache You have no quarsntee $hat the server is the compuser you thek # i
| \

The server's raal key fneerpent &
sthrea 2MB

1Y you trust thes hoat press Yes To conect without adding hoat key 1o the cacke, press Bo. To abandon the connecton press Cancel
Continue connecting and add host key to the cache?

L] Mo | Goncat || Copy Key Halp

When the connection starts, you will be required to enter your password for the server.

Searching for host...
Connecting to host..
Authenticating...

Using username “testOl ™.

Using keyboard-interactive authentication.

Password:

ok | [ Cancel ] |

After successfully connecting, the following screen will be shown.

rb Documents - testOl@sv.example.ofg - WInSCP ; =)
Local Mark Files Commands Session Options Remote Help
¢l 2Se @R |BH | FE Default - @
¥ My documents & i e D - BAR| ||/ <root> @@ e - - i3 @R 2
C¥Users¥  ¥Documents 7
Ext Size Type Changed # || Name Ext Size Changed Rights
1 SH Parent direct... 2012/07/...‘E| . 2012/07/24 1... rwXr-Xr-x
Déwnloads 74 FA... 2012/07/... || J public_html 2012/07/24 1... rWXIwxr-x
& My Music I7A) TA... 2011/06/...
£ My Pictures 274 TA... 2011/06/...
g My Videos 274 TA... 2011/06/...
< | 1 | » < | i
0B of 2129 KiB in 0 of 35 0Bof 0BinDof 1
p z Ed SR F5C 3 (5§ F7 Create Directory » = e 25 “rties KL F10 Quit
S SFTP-3 0:00:18

Left side of the window is the list of files on your local default folder, and the right side
of the window is the list of files placed on the server. "public_html" folder is the
destination for the server's webpage.
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When you want to copy and overwrite all of the file/folders on the local machine to the
server, select the "public_html" directory on the server window and press the
[Synchronize] button, enclosed by the red line as shown below.

public_htm - test01@sv.example.arg - WinSCP

Local Mark Files Commands Session Options Remote Help
o e sfe]|ms an @

Synchronize upload setting dialog will show up, so press [OK].

Synchronize . |7 [
Dire ctaries "y

Local directory

Ci¥lzers¥te st ¥Documents¥public_html - Browse ...

Remote directory:

Default - 8-

Spublic_html

b
Direction £ Target directory
() Bath (@ Remote () Local
Mode
(@ Synchronize fles () Mirrar files (1 &ynchronize timestamps
Synchronize options Comparizon criteria
[[|oelete files [T Esisting files anly Modifisation time
Freview changes Selected files only D File size

[[|uze same option= nest time

Transfer settings
Default transfer settings

Transfer settings... [ Ok ] [ Cancel ] [ Help ]

Confirmation dialog box will show up, and after confirming press [OK] and start the
upload.

-
& Synchronization checklist N
Name Local dire... Size Changed Remote di.. Size Changed
] | indexhtml ¥ 0 2012/07/24 11:56:31 up S 0 2012/07/%
Cancel
[ Help
Check
Uncheck
Check all
Uncheck all
ustom command
< m ’
“1of1 "0 of 0 4 NJA up1of1 4 N/A X0of0 7 N/A

18



After copying all the files, the dialog will close and return to the original window.

K S
Local Mark Fies Commards Session Opbons Remotn Melp
° H DB BL B + : Defouk - -
My tocurmerts - - (VI T | “a Fustc htmi oSyl Ol I B |
et SR ] b b
Nama B Sau Type Changed 1 Nama & S0 hanges s C
- Porent drect W12/07, t 002072 1. rwrory |
ncex it 0 Frafox HTM W20/ e htd 0 2000V/M 1 rw-ow-t 1
CEatBmbalt DBt tBmia 1
3 F7 Cimate Dirsctary £ rogun
S Stte AEe4)
i

10.3 File Transfer using common FTP Command and OTP Generator

Here, we will explain how to transfer files using common ftp command and otp-md4
software packaged in the OPIE [1]. User's input is represented in blue, and computers
output is in black and red.

1. Access through ftp normally.

% ftp sv.example.com

Connected to sv.example.com

220 sv.example.com FTP server (Version 6.00LS) ready.
Name (sv.example.com:userl): userl

331 s/key 987 zy6543

Password:

2. Calculate the OTP using the red text written in step 1.

% otp-md4 987 zy6543

Using the MD4 algorithm to compute response.

Reminder: Don't use opiekey from telnet or dial-in sessions.
Enter secret pass phrase: (userl’s password)

AB CDEF GHI JKL MNOP QR

3. Use the red text on the step 2 as the password for the ftp.

Password: AB CDEF GHI JKL MNOP QR (Input will not be shown)
230 User userl logged in, access restrictions apply.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp>

1 OPIE package is available from http://inner.net/pub/opie/opie-2.4.tar.gz
19



This completes the login, the file transfer is left.

When accessing the server for the first time using the ftp service, an empty folder will
be displayed. Transfer the necessary HTML files to open your web page.

If you have skipped to input the file name, the server will search for the index.html and
show the contents.

10.4 Exhaustion of the One Time Password and Handling

Registering an account and changing password will create massive one-time passwords
(OTP). Calculated one-time password can be safely used because it will be discarded
every time it has been used for file transferring. But also OTP has a problem of
exhausting the passwords. This makes the ftp connection unavailable temporarily. To
resolve this problem, change your password from the personal setting menu as
mentioned before. This creates new one-time password and enables you to connect to
ftp again.

¥ Changing to the same password can also create new one-time password.

10.5 Using the CGI

On the web server, it is possible to run CGI. Perl and Ruby is supported for script
language.
©When using the Perl script, the 1st line of the CGI should be written as below.

#!/usr/local/bin/perl
©When using the Ruby script, it should be written as below.

#!/usr/local/bin/ruby
10.6 Sending an E-mail through CGI and other web application

So far, our rental server's mailing application using CGI or other web application, has
asked the user to connect to the localhost using SMTP, but now we have installed the
mail transfer agent called ssmtp which supports mailing by command execution.

By this, using the ssmtp command instead of sendmail command will allow you to send
e-mail through the CGI. Command path using the CGI etc. is shown below.

/usr/local/sbin/ssmtp

When using PHP, function like send_mail/sb_send_mail can be used to send an e-mail.
CMS such as Drupal and WordPress, you can mail by using ssmtp command as

mentioned above.

e For more information for ssmtp, please refer to the URL below.
http://packages.debian.org/stable/mail/ssmtp

e The existing method (sending an e-mail by smtp connecting to smtp port No.25)
will not be affected the ssmtp command, and is still available. Using the ssmtp
results in one more intermediate process when sending an e-mail. Thus we still
recommend you to connect to the smtp port No.25.

¢ When sending an e-mail from the mail form, you will need to handle such as
escaping from illegal codes and html tags. When an e-mail including malicious
codes has been sent, the system might be exploited using cross site scripting.
Exploiting this vulnerability, the user might have a risk of running illegal script on
his/her browser.

20
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11. Web access restriction

To restrict Web access, Click the [Web] button on the administration menu.

Web Access Restriction: testO1 Directory Wt User

Password
Mail Forwerding Restrict Access for Directories[Reload)

R - /tost0)/public_htmi /test01 /public_htmi/

SSH Putiic Key The diractary Is restricted based on the upper directory

Logout Restrict access for the directory(for systoem users)

Restrict access for the directory(for web users)

On the web public directory (public_html), you can set the access permission using the
[Directory] tab and [Web User] tab. You can set the access restriction to 2 types of users.
e [System User] is the user(account) who is registered in the system.
e [Web User] is the user who has restricted access to the web. Can be registered
from the [Web User] tab.

21



11.1. Adding a Web User

To add a Web user, input username and password in the [Create New Web User] column
in the [Web User] tab and press [Create] button.

Create New Web User

User Name Password Create

11.2. Deleting a Web User

To delete a Web user, select the target user from the [Web User] tab list and click [Delete].
List of Web Users

Search Al|B||C||D|[E||F||G||H|[T||I||K||L|[[M[|NI|O|P[Q|R|S| T lU||WVW/XI|Y|Z|C9
User Name & ¥ Operations
T Edit
Delete
4002 Edit
< Delete
Edit
u003

Delete

11.3. Change password for a Web User

To change the password for the Web user, select the target user from the [List of Web

Users] in the [Web User] tab and click [Edit]. Type your password in the input column
and click [Update].

-

User Name u001 Password

Update |Cancel

11.4. Selecting the Target Directory

The left pane of the [Directory] tab is the list of the directory. You can click and select
the directory for access restriction target.
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Restrict Access for Directories[Reload]

- Jtestol/public_html /test01/public_htmi/

AUth Name - Members ooly

e

htaccess

Auth All Users ® Custom ) SSL Only Change
Required
Target
Allow Deny
L NONE) % yary
aa™n
1est ]
=il
s
77

Allow selected usecs

Change

11.5. Begin Access Restriction on Directories

If the target directory has no access restriction, text will be shown in the right pane of

the [Directory] tab as below.

/test01/public_html/
The directory is restricted based on the upper directory.
Restrict access for the directory(for system users)

Restrict access for the directory(for web users)

Selecting the target and clicking the [Restrict access for the directory] will start the

access restriction on the directory.

11.6. Setting Access Restriction on Directories

You can set the next 2 conditions for the access restriction for the directory.

e [Auth Name] is the title for the authentication dialog.

e [Auth Required] is the policy for the access permission target. You can select
from [All Users] and [Custom].

e [SSL Only] checkbox requires SSL(https) connection on the directory.

After editing, click the [Change] link to apply the change.

[test01/public_html/

Auth Name : Members only Change

Auth : O All users

Required

® Custom ¥ SSL Only Change
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11.7. Add/Delete Permitted Users

If you have selected the [Custom] option in the [Auth Required], you can select the user
to permit access.

Allow Deny

(NONE) 42jsnr
admin
test0l
tsnrii
tsnra6
tsnr77
tsnrog

Deny selected users Allow selected users

Select target user from "Allow" and "Deny" from the list and click the [Deny selected
users] and [Allow selected users] to change the access permission. While pressing the
CTRL key, click multiple users to select multiple users at once.

11.8. Lift the Restriction on Directories

To lift the access restriction on directories, click the [Remove the access restriction for
the directory] on the bottom of the right pane.

Remove the access restriction for the directory

11.9. Example of .htaccess file

You can directly upload the .htaccess file without using the simple setup feature
described as above. By using the following example you can install an access
restriction depending on the purpose. The authentication information used in this
example is targeted for the registered Web user above. This example shows how to
setup a system which grants access, which requires https access and satisfies the
Basic authentication and IP address restriction. Please modify the setting if necessary.

SSLRequireSSL

AuthType Basic

AuthName “Members only”

AuthUserFile var/db/htowd/<Username>/. htpasswd. local
Require valid-user

Order deny, al low

Deny from all

Allow from 130.158.0.0/16 133.51.0.0/16

Satisfy all
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12. SSH Public key management

To manage SSH Public-key for SCP/SFTP authentication, Click the [SSH Public Key]
button on the administration menu.

gl SSHPublcKey testol ]
s SSH Public Key: testO1

Add SSH Key

Ml Forwarding
Register SSH pubiic kay 10 use SCP/SFTP file upload

Web
—— - Please upload public kay file generated by ssh-keygen command
55H Pubiiic Key
Logout Overwrite an existing public keys
Choces Fle  No Pl chosen Regwter
List of Public Key
No item

First, create SSH public key by ssh-keygen command etc. and upload your SSH public key using "Add

SSH Key" form.

% In the public key cryptosystem, a private key (no ".pub"” suffix) and a public key (with ".pub" suffix) are
generated. If the private key leaks to another person like a password, authentication with that key pair
can easily be overcome, so manage the private key strictly and delete the public key immediately if it
leaks out.

After you specify the public key (.pub) file by clicking the "Choose File" (or "Browse" etc. depend on
browser) button, you can register the public key by pressing the "Register" button. When multiple

public key information is described in the file, all the public keys are registered at once.

~| Overwrite an existing public keys.

Choose File | Mo file chosen Reqgister

When registration is completed, identification information and information on the public key
corresponding to it will be displayed in the "List of Public Key". By clicking "Delete" in each row of
the list, you can delete the registration information of that public key.

gl SSH Public Key: testO1

Following ssh keys have been created

Mal Forwarding 2>
tes:0 1 @example.com

Web
Ada 55 ey
Logout Register SSH putiic key to usa SCP/SFTP file upload

Please upload public key file gonerated by ssh-keygen command

Overwrite an axisting public keys.

Chogen Fim  MNo fle chosan Regwter

List of Public Kay

IdentifierAY L Cparations
ocdsa-sha2-nistp256 AAAAEZVIZHNNLINOY T ., O56QDIM
sid= test0 1 Dexample.com

testO] @axamplecom Delete

If you newly register the public key for the already registered identifier, an error shown below will be
displayed and you cannot register the public key. In that case, please edit the public key file and
rewrite the identifier at the end of the line to another one or overwrite the existing public key by

checking "Overwrite an existing public key".
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[T SSH Public Key: testO1
Password

Mail Forwarding Following 2sh keys already have been created -
Wob Ine 1: testO] @exampie.com
Logowt

Add SSH Key

Register SSH public key to use SCP/SFTP flle upload
Piease upload public key file generated by ssh-keygen command.

Ovarwrite an existing public keys.
Chooto Fie  Wo fie chosen Regorer
List of Public Key

Identifier AW awa Operations
ecdsa-sha2-nistp256 AAAAEZVIZHNhLNOYTI! . O66QDM
ccodhosen o 54= test0 | Gaxample com

Delote
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13. Using the WebDAV

To use the server as the fileserver, there is a function called WebDAV. This allows the
user to use the server like a folder on Windows and Mac, etc.

On WebDAV, there is a "personal space" for personal account, and "shared space" for
multiple users to share data.

© About using the "Personal space"”

Please use the server as the fileserver for your personal account.
Example: Personal space address

https://*x*. %x*. tsukuba. ac. jp/dav/usr01/

© About using the "Shared space”

From 2012 we have started an offer for a new management menu. "WebDAV's shared
space" has been an option service, but for our new feature, the administrator can
now freely register for this service.

(Example) Shared space address
https://#xk, %%k, tsukuba. ac. jp/pub/<{Shared space name>/

% For information for the shared space name and its propriety of usage, please ask
the administrator.

© Manual for the WebDAV

https://rose. cc. tsukuba. ac. jp/manual/

*% Please replace and register the address as stated above, referring to the setting
example for the WebDAV on this page.

@ About the filename when using the WebDAV

Please be careful for the filename and the directory name which includes the following
symbols, because it will evaluate it as a specific symbol and will become inaccessible
via WebDAV. If the server has become inaccessible, please contact the rental server
staff.

¥ Symbol that cannot be used as a filename for WebDAV
X2 byte character can be used
%  Percent & Ampersand

X It is advisable that you should not use the symbol that you cannot use on

Windows
¥ Backslash Yen :  Colon *  Asterisk
?  Question mark " Double quotation mark
>  Greater-than sign < Less-than sign | Pipe

& About the response speed on WebDAV

When using WebDAV on Windows, there are some cases when response speed becomes
very slow. This can be resolved by the following method.

(1) Open the browser(Internet Explorer) and select the "Internet option" in the "tool"
27
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from the menu bar.

(2) Click the "LAN settings" under the "Connection" tab.

(3)Disable the "Detect the setting automatically"” checkbox in the "Auto
Configuration" column.

(4) Press OK to save the settings.

(5) Make sure to restart the system, and after restarting and accessing the WebDAV
again will mostly recover the response speed.
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