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cENEREFE NP RFFWERA T 4 782 —T 7B ARA > MRIARBZESF LT IES0,

https://www. cc. tsukuba. ac. jp/c_publication/kisoku/access. pdf

PP I LB TFANIFH Y7+ (Xunlei, BitTorrent., u Torrent., LimeWire, Cabos., WinMX., Share.
Winny %) OfEIFEEIE SN TWES, EHRAROZDICFNTE LIEWEEIE, Xy hT—2#
HEESFE TIEEZSVY,

AR =T N T VATLDT 7 A NVIAHRR AL D EMOFIHENL 7 7 A ABFETE DL LI
720 EF, FRHICELTUIHoERLTESN,
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TV RARA L NORAENLE - ZLL TRy NI BFIHTE DL LT 7 AT U4 — LT R
TLAEFRBELTNET, VA NVAELE L THDE Y a - OR @G ZRFAR 2SI T D3 a0
RHZ L TWETOTI TR S, (1)
Xy NU—Z I\ ZHE T D PC HEANTT T UANAY T REBAL, X2 VT 0 2R THEIIC
LTLEEEN, BB, AFEEREIZVA FIA B ADT v FUANVAY 7 MeFATEET,
cUTD31L33ICHF VAT ACBWTOEEFHEAHY FTDOT, ZHH B TFLTIEIN,
1) 7 7 B ARAL v I BHEIFESNBHBEICONT, RMEMH, BELEHR, BEEANL, BERH, BXEHRE
Eidk L, ZhOORREFA L TRILZIT> TOET, 2k, BEAEICOVTORET UL TEY £8A,

3.1.3.2 FIHxtgs
T ARA v N ERHARRERRREICOWVTIIROELZ TR T30,

X o H *=

R

KB4

P B EEEA
WFFEE FRCHEET 2 2 & 72 S NFRLURAE IR IR WTRE T
SRl e
RehlIWFFE 24
H AGEAHE A

e E

eI FRICHFET 2 2 &< ABIFF, FIHFHRETT,

HEEORE
e T
K 2 O B | AT T & A AERIR R TR T,
. Mg

LiEns!

FIFZES U IR —38RE 1D (UTID-13) & /XA T — RZ&flio> T Z &V, FAEFEE - TR EGENFAT
ST 13 MO —FRAE ID AR TITFIRERA T 4 7 o Z —FHEICTHRSTZE W,
B\ XY ay MELRD Ry NU—J (v H—T 2—A VPN —E R EHHT HED
ISP Z OFIFEHEIZ DWW CTIIF B I - AW 2 Ltk £9,

Fo, PR ZFIAT 24 X0 b (FRBE) FOSMELT 78 ARA » FEFH L TniziZ<
TeDIZ—RET AT MRITH—E R &EITo TWET, FE L ITFRNCFHINERA T 4 T2 2 =Tk
WG HOELTEEN,

3.1.3.3 B AT AICHOWTOEEFIHE

(1) &FfFH=rtr b Rxy U= 2T A
BEZEOFHRa Y FO—ITEFER= BN - Xy N VAT AL L TGEHL T
F9, &FFEHRa b Xy NI OB Ra L FORBELINIROELZ ZSRIES
|
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@ - - WK F [FHIREEE FTIEIRA T 1 7T > X =5 R

X % Bt

b Hi X 7L

X IE A8, 2C B, 2D BR, 3ABR, 3BHR &3z =. BRAMIEM A ABERE. RE
BB ABHEFRE

e X 5CHH AilRE, MARIMSE, BMAFZHD ABMR=E

O 1 X 7L

FHHX WA T 4 T 2=Ar AT 4 THR—)v, BREAR, TABRSH#RE, #HiE

KRG HX LRIEE KFlER, £T7 U0, FAER—L ez tr )

ELLDOVAT ATHHHAFIERFRECIZZ2 £,

BT 560
cHMLANA v Z—T 2 — A b ol aripy
«LAN 7—7 L (UTP A hL— F 7 —7 L)
«Web 77 7

| B
< IP 7 RLRAZHBEETHLIICREL T ZE,

Wzt FIIE
1) ARLANA v 2 —T = — 2 LfERa v &2 LAN P —7 LT L T 2 &0,
2) Web 77 UHERHL, EEOX—VIT 7 EAZRAARD L, HEINICH 7' A VHANA—Y
WZE b £,

WA EofIR
-FIHTE ST e FaVCHIRIESH D EHA, L. FNER Y NI DFEESER Y
FY—ABLORFFERa B Ry U= AT LRN~D 1-1023/TCP B LT 1-
1023/UDP % F\W=i@EICB L CIIER T 5 L 9172 > TV ET,

WO, FELWEREREREIX, LFIZRT URL OX—U 2B 72 &0,
EEERa L MRy MU= VAT A

https://www. cc. tsukuba. ac. jp/wp/service/wired

(2) PR LAN > 27 A

Rk 23 4F 3 ARIZ, FNTERRLAN VAT ADT 72 ARA » FEBEER L, F 239 H XD,
B X v VR ALFRETHFENER LAN AT AOEAZGLE L, 2 - SHEATHWS
ETOWBESRFFEHO—HOME, BERET, FHNER LAN & 27 AOMER LAN 7 7 & AR
A FRFIHTEET,
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MR LAN & 27 A Tutwlan-w] DRI TZ 252U 7IZOWT, 5 LWEERULHE R O 3% & Y5 T
X, 778 ARA » MERFHARANOR— (ZOMOIEICFEHR) 22 LTI IEE,

R LAN > A7 2 (ESSID : utwlan—w) ~Cld. IEEES02. 1X #8REIC L D5 — B A & |
kkmmmﬁ%ﬁﬁAbﬁt@mﬁ—tX%%{LT%&? Bilc bl - T, #— MﬁmkA
AT —FK (P.8 I3.1.1. MG ET AT L) ) LEBIANOEX 2V T 4 DRAT L—ZARN%
T2V ET, NRATL—XDOAFITHH—F8GE ID & XAT — RRMLE O CTHEANHER LT 72
S,

PR LAN 2 27 Linb, ZORAGIEDOHESRANA T L= ANFD2D, B & —Web HA
IR HICHE s C&E D%y U —2Z JHO ESSID & LT Tutwlan—pub] ZHE L E L7,
oM Tutwlan—pub) ~OEHFEFINEA S L TR L TIAT7 L —XE AT LT EE,

WEE  FIICIIZHOER AN 7 7B ARAL 2V "B . FORIITFIERA T 4 T2 ¥ —
NEHLTW2WEDOEH D 9, PIERAT 4 T2 X =0V L CTWRWER LAN 77 &
ARA v N OFNHFIEZOWTUIENTOEHE BRI 0,

BT 560
s WE—FREE ID (UTID-13) & 32U —FK (P.8 [3.1.1. #i—WAET AT L &)
- Wi-Fi [ZHEH#IL L 7= TEEES02. 11a/b/g XIhERE LAN A o 2 — 7 = — R & o 7~ f s

«Web 7' F o

cIPT FLAZBEBIGT 2L ICREL TIIZEN,

W (utwlan—pub] ~O#EEHGTFIE
TR TEOERE R DT 0Dy U — 7 ~OEft FIEZ /R LET,
1) ANV—T 4 T AT LOREZ M R TRE R MR LAN 285K L, £ O H172 5 utwlan-
pub Z R L £ 7,
2) Web 77 V¥ AEB L, fERON—VILT 7 EAERBD L, BB 7 VA=V

g EbY £7,

WZEOfM, FELWEREHEREIX, UTIRT URL OX—U 2R 7E 30,

https://www. cc. tsukuba. ac. jp/wp/service/wireless

(3) VPN ¥ —E &

HESCHHEZRENL TS FERBLTA U Z—Fy b LT D E&iC, RENIZE
F % FMW%%J@N—V@Eiﬁ%?%iﬁAOik\$W®%—N@EK79txﬁéﬁmﬁk
FOT 7 AT VA —NEBEZERTDTCOICHATE 20— 203 H Y £7, VPN H—E 2427
MTsz&icky, E*“ﬁ%4/&—2/F%ﬁmbtk%m~®@m%ﬁ BRI N DN D O
BOLIICRENTH N TEET,
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s TWKF: [FHRIRGEREE FINITHRA 7 7 5 — R FH

T 26 4F 11 H K EEXRY—e 2 & LCEMZRM L E Uiz, RBREMORF L1320 kel
0S T /A AT RS ATRE L 720 £ LTz,
VPN H—E X DOF|H FIEIZDOWTIZLLT D Web RX—T % ZTE L 7230,
https://www. cc. tsukuba. ac. jp/wp/service/vpn
FBRE O VPN $— N3 27T 423 H 2 H CEMZH T LE L7z, B = ZFH L T
KEAFTOZHHD VPN =2 ZHAT L L O ICERZ BB W LET,

3.1.3.4 ?%;)74ﬁﬁ@tw® F1E T R

HY AT AT WEX, BEX 2 VT A HEFFO72, LTFTO X2 ICHIRS LT ET,
1)%%#E%W~® B TR S v E T,
2) PRI LI~ h ZBWT, RIS 2BEIERr S ES,
- P2P 7 7 A VIHIZ L HWE
-%%é%ﬁ%&bk&%%ﬁ5‘%
CANRA T 2T ROV =TI KD IEE
N 2 TENMEF LWLV A MAERKET D720 DNS V&bt
AV H T ANAREEND T 7 A NEEZET HIOO®E
s T =T OB, EREBIEST 4 v U I TORD A h~DIEfE
3) FNMNLFEN~OBEIZEBT, HITP/HTTPS (5 LIS TR < E 9,

3.1.4 EREPMTER AN O—3 5 E#% Teduroam)

eduroam (X, #H - WM DM TH v S ZEH LAN OHARMZEH T 20— 7 —E AT
by, MR TEAINTOET, TR HFEMR 2648 H XV eduroam (ZHFEWZLEL, Z
MUS LD B RFORKRIL, eduroam OINEIFEBSICEIRM L7BRIZ, 45 H O PC 2 HEMR LAN |C#fi T &
EJC RN

72%. eduroam ZFHT 51T, MBI ~FR 2 A02, NIT (ESLE®RFEDIZERT) ek L T s
eduroam (R4 7 D v "EITV AT L&EFIH LT, eduroam R4 T B V> NEBGTHLERH Y £,
ARl FINARLHE T 1513, AT D Web N—P %2 TR 2S00,

https://www. cc. tsukuba. ac. jp/wp/service/eduroam

3.1.5 BZIEHRIEHY—EX
FWERAT 4 7T Z =Tl FRKFPICERIND Y B U — 7RI L CIEM R RZNE H A
%ﬁf%éiéﬂ#étwm\q@%ﬂmbtﬁmmmawwmmmmTmehﬁmd)%—A%Wm
LTWET, PFROFRy hT—7 g (XY a2 8) ORFEDEDTZOHIC, ZHEFIH L7z stratum2
DNIP = _ZAH L THWETOT, THHAEI W,

ARA M4 ¢ timeserver. cc. tsukuba. ac. jp

IP7 KL A :  130.158.68.25, 130.158.68.26 (DNS 77> Kty )
Wk, RN WTEE L IP T R & 2 130. 158. 64. 180 @ NTP H— T EF b D7~ s 1L L E
L7z, TANIC ltimeserver. ce. tsukuba. ac. jp] ~GREXZEHE L TL7Z XV,
JRAE LTIP 7 RLATRLS, AA M THRETDHLIICLTIEIN,
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3.1.6 DNSF*¥+v v ath—ERX
FAERAT 4 7B Z =TI, RERPICER SNy T — BRI LA v —3 vy b |
DAFRRBINTEDL LI NS F ¥ v v ah—EAZRIEL TOEST, MEITE U T, ZFHSZE 0,
IP 7 RL A :130. 158. 68. 25, 130. 158. 68. 26
B, FIERAT A TR E—DT 7 BARA V b~OERICEAT 52 EICT, [DNS — D7 R
VAZHBWICESGT 5] EWIOREEZ L TWDHEITIE, ZAbDH— 3708 DNS $— & L THERY
IZRRE SN ET,

317 FRRZIZETEY A SV RFIZTDONT
KREPEHIRPYA FTA B AZEAL, ﬁ?%%éﬁﬁ%f%éy7F?ITﬁw<oﬂ%DiTo
Fo. VT MU =T REZWMAT LIS, FASLEB ST, TAT Iy ZIRBBATE £908, HK
RFMHEIZR > TS HICZLSIBEATEL T BV AR H Y £,
KD Web ~— T, FIHGMR EhciiEme RO L. TR TSV,
https://www. cc. tsukuba. ac. jp/wp/service/sl
Y7 MU =TT RO EIERTFEHER I AT LOA =N T AT L ET, TR
WX P21 @ (4.2 JR#) 2 ZESIEE0,
(1) $ A4 R T4 A
E: A BVARBEILY 7 ho =T ZEICR 9,
THEBHRE RS TV LR L T EE0,
- hvr FvA7uatBloT T 4 VAV T R A T A2 A (PC, i0S, Android)
*SPSS A N TR
* ArcGIS A F 7 AR
* Mathematica %A F 74 & X
s FaF A U RY ALY LabVIEW A R T AR
- BEAREEHE T 1 /T A Gaussian
* Microsoft ZUHEMEBH MG (EES)
- MS-EES #¢t (MS-Office i AfHfH)
+ Adobe CC
(2) BRI
« 7y TNVELE O NIEAE TOEIG]| E (Apple On Campus (AOC))

3.1.8 UPKI EFFAERITH—EX
AERA T 4 7 v & —1%, ESERFESERTO TUPKT B FREHERITI— 2 IZB ML TEBY |
FERFDOBREI LG E 2> TOET, KEDOHA 2RI — GEHESF 2 B TRITW L ET,
https://www. cc. tsukuba. ac. jp/wp/service/certificate
LI TOEFA—LT RLRIZEF A=/ TEMWEbEL I,
network—-staff@cc. tsukuba. ac. jp
mds. ENCIEFHREMIFERT O TUPKT BAREERIT Y —E 2] ([ZOWTEL T O IRL O~N—T % TH M
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<&V,
https://certs.nii. ac. jp/certs/

3.1.9 ZFRATVERRA VT HDI b
KEFLOIFFEEREIEFEDTNT 78 ARA  FERMHT 2720 DFNT 7B ARALA o T AT FFAT
P—EAEITH>TWVET,
AP —EZADRGFEHEZONTIE, LT Web ~—V & TR IZE 0,
https://www. cc. tsukuba. ac. jp/wp/service/acccguest/

3.1.10 #RbrRY FIT—UF7HIV b
T I RARA v N OFIAREDT-DIZ, FRILEDA Ry M THHAT 2 HESFICHEI N TV DMK
B LAN OFEMS A~ T AN L R AT VEARAL LV NOT H 7y N EiESICRITT 5, A
MRy NT—=IT AT FREITY—E A 2T TWET,
Wk 29 12 ARV, EFHEICRD ELE,
AA—ERDOFIAGRMERLHRFEFEICONTIE, LUFD Web X—T % ZHZE 0,
https://www. cc. tsukuba. ac. jp/wp/service/guestnet/

3.2 HEUVSIVREDY—ER
3.2.1 FEFEELXT L (manaba)
i

FREFAT AT, BEILIC 22—V L X END Wb RX—URH L UOHBEINTE

D, ZOa—AX—=VUZHBEUTUTOLI I ENTEET,

o BB, A—AXR—VETHRENFZHHBICHRETEET, 3 —AX=VIZE, TF X MET TR
<, WBSCEHEAHFA LY, BEL 77 A VEBEBNEDVTLZELAETT, BEHIX, a—A3—
VIT 7B AT H LT, WENROHRRBREROF Y o m— RN TEET,

o I—RA=a—AMREA LD Z & T, MEMMA THLRES ICHEE N TE FT, R LB LI,
HEIIZ v~ A VX A= L THEEINET,

o LAR—FHES/NT A MEF T HZ ENTEET, HEIL, REHORIPRIOMRSOR AR 8%
Web 7T U ETITH ZENTEET, BEZEE I NV—T1Z0F T, ZN—7Z Ltz it~ 7=
T4 ATy a R AR — MREEORH L ATRE T,

o BEFEWAY— N7 4 EfioTa—AR=VIIT /B ATHI LT, FERRBPICHEZID Z
EMTEFET, BRITBREF S4L, LR — FES/NT 2 FOFHii & AT, Excel 77 A /1 &
LCHBIMICE LD bNET,

B = ADHE

PERPICELE S FAELBRE T, BANICHETLRIAT L N TEET, v A T570DIC
F. FE—EREE 1D L XA T — RN ME T, 1A o _X— (https://manaba. tsukuba. ac. jp/) {27 7 &
ALTC, [a—%4] L LTHR—=—¥7H 7 b (UTID-NAME) F7-13#8—38FE ID (UTID-13) %, /%
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AT — K| ELTHFRFIED/NAT— RE AT LT EEW,

B fHFERED FExa A R EMVWEDREE
BZ 77 RED Web 22— (https://www. ecloud. tsukuba. ac. jp) &, FIHENL Y 2EBH L T\ F
T, P—EAO—FHEILR EOEELRBM O, Web VA b RICHERFHEHR L TV ET,

FIVBEI U RRIZFAINVT TR RREINTEY , A% v 7 BEREM %22 0 T0hES,
BAEFER EIZONWTHNL RN ERHUL, Ttk TIEAE < 723V, (manaba (2B 5 BWED
HFH, Frell TRTTET)

o TEFL : 029-853-6892 (9:30~12:00, 13:15~17:00 £ « H « #E5H ZFR<)

e Fmail : support—-manaba@ecloud. tsukuba. ac. jp

3.2.2 =ElmEE - HBZE X T L

AR CRRAME SN DR OB AINERS, IO EZ A TOER#R L HR DRV D72 nF /) < Ei
THEOITEASNTEV AT LATT, HONLHT AT MMIAT) SN TRIFERICHED, FHEICKE S
M- AFAEE D HBAER) U, EREROHERINES BB TR S E ¥, F2, IS -3,
manaba Z /1 L CZ & ICEME T 5 2 E R ATRE T,

LT HBEZ 70 FED Web A FRICH D, LT O =R - BEUUGRS AT L] ON—V %
ZRLTITZEN,

https://www. ecloud. tsukuba. ac. jp/vls/

3.23 AT4T7HY—ER
CABDMELFED D, FTFTEEIARY —EARFIATE RN LD £7,

3.2.3.1 ©EFAHME. Tk - gk (CABR 113 &7 A il{EE)

BFFED EWEAIREIC K- T, Rl - R0 OREE TEITV, T rEREOM4 BN TREELET,
SMED 1053 D 17165550 1O T, FWHIER D TIEOEOMMPAWVHIENTE, FELHIT-T
WET, YURTT L BIF— FRITEFEORE L OHHE - I EZITV, DVD I BT ET,

FEIZ OV TIEBRIWADbEL SV, (MR 2424)

[ BRIAER S 2

- BT AHIE
N SHA
s - Wk ¥209, 550

O NS E
- e s

N il
AR O H R TE L ¥105, 050
K72 FE L ¥209, 550

BGM, T L—a  AFUT KB TFELIZZRY £,
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@ - - TWAKF (FHIRGEE FHTIEIRA T 1 7T > X =5 R

3.2.3.2 Wfg - HAEREM L OEEHEVEY —E R (CABE 111 fRtEEE A, 114 fE=R B, 115 A Z V7,
117 §kH =)

BT A« AT 4 A REMHNED AR EATNET,

BT AR —T 4 A ORI, BT e SIS OBENMIELE T, B —TiE, BEND
RATDHDOET, AIRER S DAY il 2, ZMHHESCERI ORI L2 AR— ML TVET, L7
=X HFXNTTFHIRLETT, FAOBIZFICBHWEDbEEEn, (R 2424)

WA FEFIT WA ORI ST 2 ORSF R REEC 22 0 5odH b | WA Z I5FF 6 D H 11X

RoODEMBELTTOLET,
Flo. BT A« A =T 4 ARBMHENEOL L LT, SRS BERFE S AT AN DRAZ VA, fREE
NHY ET,

PR oW TCIEBMWEbE L E IV, (N 2424)

@ T VA A HadlE
NTSC, PAL, SECAM ® 3 HA N 7 —FT LBV a MEHITHIG LET,
PAL, SECAM (ZX%fJ&d %D AT 4 7% VHS, U-matic, 8mm OETF AT —F LV a2—Y g a—FK
2 O DVD T,

@ L7 A Hids
HDV, B—CAM SP, DV-CAM, S-VHS, Hi8, U-matic, DVD

@ —7 1 A
F—FF—7F WD, DAT, Ity hF—7F, La— R, CD

@DVD, CD DT =27V — F AT A

@) =T EFARET AT A (DVCAM 7 4+ —~ v bt

@ V=T UETAMmETAT A

IR
CTVIRHE AL, AT« T A, BT ARER L
ks Hifif
BT A - AT 1 AR ORI ¥320 (1 BEE%729)

CA115 A& UF CAL17 $3F =

20



2019. 10. 1 - @

3.2.3.3 EFARGY—EX

AV H =%y B LT ETARBOREZMATL TOET, BUE, AL TND Web ~—VIZET
AW EIMZ D Z BNk ET,

BifE 7 +—~ v hiZ RealVideo, QuickTime, Windows Media (Z%Hs LTV k1,

BfEWIMIZ 1 » ABAL T, RTI12 p A L7207,

MR
e T a— NEPIHE A BfEEA (1 AXN7D)
RealVideo ¥5, 280/30 43 ¥1,020/30 53
QuickTime ¥5, 280/30 43 ¥1, 020/30 53
Windows Media ¥5, 280/30 43 ¥1, 020/30 53

3.24 A—T2a—R9x7T

B RFEA—T v a— A7 =7 (TSUKUBA OCW) 1%, HERZETITON TV A HEEMEEBZ, A > 4 —
Xy hEBELUTHABICABET A ey s FTT, A IR T Vi, Web A
(https://ocw. tsukuba. ac. jp) ECHETHEETHZ ENTEXE T, FICHRI T, BESCHB O
NEDRI &, Bl CART 5 Z LI hhE AR TWET, #EZ 7 U RETiX, TSUKUBA OCW @ Web ¥
FOEH - EELa T Y O IT o TV ET,

4. FIREXIE
o —TlE, FIREORELZR L7, KO LD RIEHEZTF>TOET,

4.1 FEES
VBRI U CE I E S 2 T > CuvEJ, B ¥ —Web ~2— (https://www. cc. tsukuba. ac. jp/) .
A= NV, B —NER, FUERKFETFNEH Veb X—U R ECEBMLE L TWET,

4.2 L%k
(1) B Z—D Web _—
YU —DEELEMLEDOE T, B ISR,
https://www. cc. tsukuba. ac. jp/
T2 AW DOEES FIAFRE R L B2 —Z R 5 ECHRERIEFRIE -
TWET, 2, BV —TREITLTWEI R T Ly PR RO~ =27 v BFEHFEEOH
#EH PDF 7 7 A L CTAB L TWET,
(2) A—N~HT v
- REERE S AT L
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c TWKF: [GHRIRGEREE FIIa A 7 7T > 5 =R FH

EEHERE S AT DDA T U AREHBE R FIHR EORBM O 2 EEARE B IZETL T
9, BEFRITULFTOR—U 2 TEL I,
https://www. u. tsukuba. ac. jp/icho—news/

5. BALEDHEL
FELIE, B Z —Web ~X— https://www. cc. tsukuba. ac. jp/ & ZE L 72XV,
(1) FIARER. T, e, FAHOFIIE AL, NAT— NERER EFBENRI &
- BB —HEE 0 029-853-2452
FIHHREEEOHMKIL, Web X—U M BHAENHIRI L7z b O bEHTE 97,
T H—Web N— T DAFERFFEHMDON—

https://www. cc. tsukuba. ac. jp/wp/application/document
MHA T rE— RLTLESN,

(2) VAT LRI AT LAEEICET R Z
- FlL— &9 1 029-853-2455, 2457
T —NEHT DU ATLLUSND Y AT MIETINEIL. FOVAT LA EHT HEHE
ICBMWADELTES N,

(3) LETOBHWAEDOERLHEEEDOXY L
T305-8577
KRS IFTHREAR 1-1-1
B RFFWERAT 4 T2 H— « FEHE=E
Fax : 029-853-2478

(4) B2 T 7 FRICETAEMEBRWAE L
- FHE  029-853-6891
C R XAT A e ~ LT AT 0 029-853-6892
ERER « HENERS AT A 0 029-853-2440
- BT AMIE A —T A - BT 029-853-2424
- BEET— A7 : 029-853-2445
- B AEE : 029-853-6893

22



2019. 10. 1 - @

6. BN KRFZEANRERFRF/RORATLD
FIFAICBAT 518
Rk 2 OFENRRFES 55
IHEIE YR 304E 4 A 1 H
(#'5)

B1a ZOBEABRRIE, ESLREE NFUER S O &
OV E O FEARIZEE T2 AN CPAk 1 6 AR AR 1 5)
B9 0RDBEICESE | ENLRFENFP KT (LUF
IR & D,) DFRT AT L (REPRA SUTE B

LTWAIERTV AT L% W), LTHICHER S AT A
LW OFAICE LGLERFEETODLHLO LTS,

(FIR DRI
F2gk HRIURAT AT, RFEOHE, MELOHSE
FROBRO B ME LD N DGEZ OMAFZEOEE
EXEE LD BB EAN NS IRFEFRIA - EFITIC
L DHBEMFEDOIZOME LB SN HGEICHATS
ZEMTED LD ET D,

(R = D #aH)

B35 BRUVATLAZFMHTHIENTEDLHIL, &
DEBZDONTNMNTELYTIHEET D,

(1) RZOEEKRURE

(2) RFZEOZA (BB SRIEA . BFIed. R4,
BpBUnFge e, EEREA, KERREAE KL OV A AR
EAE=ETe,)

(3) B R FXILIBEN AR EE (BN R FIENED
FEATICPE D BIRIERE OB RS I BT 2168 (Bl 5
RIEEE 11 75) 6 2500EIC K DBEIERTOESL
TIGERIEE (B2 4AFERE150%5) 20v),) O
HEICL W RE SN TVIEHE R, JUEREERE
TESEPNE S NP R NS S S DR E Y B E g =N o
DL H A

(@) ESIRFEANFE R R EZ ALR] CFEA 1 74
EAHRIE S 358) H25KICHET HHER

(5) ENLREENFP R I R SRR Gl 6
FEIEABE 4 55) 5 IKICHRET Do ESLFR
%8

(6) FL[FFIH - FFFIE DL A ITIT, AFELS DR (B
WIRFEE2ET) . mE SRR & O 36 [FF AR
DOHE., FEROZNICESTHH

(1) RZEREONIE» DIERRBEMERE NS ML LR 5
#

(8) FDHMMEBIDIFER Y AT L EEHS 5 YEMEMOE
(CAF MERY AT AEEH] &V )H,) DLELR
o

CRILFH @ H G K OURRREE)

FAk HMIAT AELEE, BFRATLAEZFHE
HHICY o TiE, FAIE LT, F#y AT L5257 H
LEDETHHI, BHRUVATLAZLICHERV AT A
BB PPN ED 5 FEC L VR AORFELITHOED
LbDOET 5B,

2 fEWMY AT AELAFIL AR REIC LIERY AT
LOFPOARE Liz & E1x, YiZlFms 2T L DF]
FAES IR D VEREIFIZOWT, FIFAZER LS
LT TRHIHR#E] &nvo,) WZEmT2b0ET 25,

(B#Froam)

F55 MU AT LAELEF, FAFICHL, LB
U TCTUEHR Y AT DEEEDRINIED D HIEITED .,
B AT 2OFRIRLIBREOAMERD D Z L
TE D,

(IR DL > e 5
Fegk WM AT AEMEE T, FIAHEICH LIEHRS A
T LOFMITAR D FHICOWT, LERWEEZKRD D
TERTED,

(FIHFZ DER)
ETE FAEIL. BRI AT LOFIMICY - T,
ENHAS 2 M5 L b, BFRY AT A ETEE
DOFRRICHED R TR B 7,

(EFEFED )
84 FME I HHENEICEEENE LTI,
BRI, WS AT ABER T 2T RS
f£l/\0

(il - EEEEOHER)
WO FMAHFIL. HHRVATLOREERR LSS
IZIE, EHIT, MEERY AT LABELESICHRK LA
FHUZ R 5720,

(FEEZEDORHE~DW 1)
104 FAEIL, RENEAELEERS AT L0/
R LR T HUE B 720,

(R AR OB L)
F115% HRUATLAEMLEL. FIHAZEDZOEAS
B2 OMmoENRAIEIER L, XITIE®RS 2T L0
HERICEKR T EAZAT LD RO X, =0
FIAOABRERE L, XUIZOFAEEILTE 2 LR
TX 5,

(HEFIEE)
2% FRIE AMEENEXITERRERICEY
s AT LOBRMHFLBAEG, HRFLZLESE, £
PHREZHMESEL LD LT D,

(ER SR AR~ D FAT)
H135% ZOEABRRIZEDDLODIEN, RO
W AT AOF AT LLERFEHIL, SRELD
BEMIER OFE REICBWTTIREESZ LV o,)
M, HRMAITTED S LD ET 5,

2 ERRESIL, FEOMBMANE E o, IIkFE L=
BT, ERNICHERICRET b0 LT 5,

CeERI])
145k ZOENBEBRICEDDLODIED, FH =
T LOF AR UL BRI, BIZED D,

bt S
ZOWABFEL, TH S 06451 1AM BT 5,

23



@ - - WA F [FTHIRGEER FITIEIRA 7 7T > X = e Fr

7. RERZBIZEITS5HERCATLFAD
HA K4
PRk 20 429 A 26 H
HHMBREZERITE

L. KA KT DOEB
ZOHA RTA LR BRFEOHE RV AT L2 E2FAT21TH
To THSFT RENA FIA VEEDI DO TH B,

2. RHA RTA 2 DORERK

ZOHA RTA UL, R AT LOFHR/m I L2, UT
D5 ODEAIICETLIHA KT A KRS T D, 5l
B Web XR—=UEARTAFAEDOLDIZ, V=T RETA K
TAVBREDLNTND,

PCRIAATA KT A4

PCEEIA KT A

IRAY — REETA RTA >

B A—NAFHTA KT A4

V27T TUVRATA KT

3. PCRIAAA RTA4
3.1 =—H 1D &H
FIAE X, 2= IDE2MEIEAS TRV &, F2, fh
FOIDEEFEHLRZNZ L,
3.2 NAT— NEH
FIAFE L, AT — REFHIHHERR TRV EDO L L, B
WmICEHTHZ L,
3.3 RIET 7 & A {TADEI-
FREIZ, EROT7 7 822 LR W ERY AT L2 R IE
WA LW Z &, EMAEZRRARN L,
3.4 TEWMBE BT 2 ELEOPR
FUHHEIZ BT A=V Z2FA L THEREET 2 HA. BLO
A B =3y MIIEREART 28546, FAE LTH4L - B
£ & AVT | BEFRICET 2 HEOFTELE R LT g
ACRAAN
ZIZT, A H—Fy MIEREABRTDH LT, kOZ L%
Wa,
O A=V T U ANMIA—ILETRT
O Web _—TH AT 5
O WRRAEICE X AL
O ERFEHES AT LA vE—VEED
O Ry hU—27 « —ma—R|ZFET 5
O Foft, ERICHET TS
3.5 THEMARD =2 7 V1T 5 RsFHIH
A =3y MIXT 2 ABE R, PF5E - ZETEENIC B
T5H0%FAET L, UTICBF2HEBEICEY T H0%
AR LTI bR,
(a) IEHHEITIESLSHOD
O MADLEEESTHZ EHBNELIELD
O bnEoR LD
O BIEMEIEN LB D
O MADT T AN — - HEHEEZRELZLD
O Zofh, IEFITERLELD
(b) FHNHANHESS B
O FEFRBHEZANELEZLO
O BB OB UL RBHIRITR O 2 E#HEZ BN E Lz
%)
O KREOXEEEST Y, Wiz Lo
O ARRFIBICE S BEEFEZ BN E L2 H O
O Fofh, FHEKRFOHANGER LD
3.6 WARFEOHN
FIHE 1L, SRS OB E 2 WG T 2 /et o & 547
L% LTIE b0,
3.7 FHD~F—
FIRZE L, MoOFBAEORHAEZLT 5174% L TIR 20,
3.8 v hU— 7
FIHFIZ, * vy bU—2#i8a2 SHT517A4% LTI bR

A

3.9 FHAMNSDT A
FIHEIL, REHNDX Y BT —27 DD RENDOIERS AT L
(Web Y —E R 72 ERBESEICABREIN TS LD ZEERL)
W27 7B AT DGR TORFE2ETFTHZ L,

(a) 77 2 ADBRIMNEE L 72 DF8GEEH (SR T — RO
) NI LZ2NWE D ICHLOERZLI &, T—,
PRREER AR L7256, 320N H 2546
1, REICEEEEICHRE L, TR EMNS I L,

(b) EHEMENREETE WK (R y M7 = ORS) »
LOT U ATEEIET S,

3.10 FABROF]H
FIRFE L, MERSE, HHAR—RZHEB L THDPC K
ZRIHT 2561, U TO&KSEETTDH L,

(a) HARZEIEPIC—RICHERE T 256813, mRE e v 7
THZ L,

(b) HERZOFESLEEZMM LN &, £72, ZEHEOH
EREEZERLRN &,

(c) ERBOMKEOERZYILZ &, 7272 L, EEENH
BRI DAL ZORY TR,

(d) 7"V & —CEEMHRAZ L7222 &,

3.1l 77U r—ardDA A M—L 2
FIAERT SV r—vavkf A =, FHETIHHEIC
X, LTFOKSEMTFTHI L,

(a) P2P 77 ANKHY) 7 T 2T %A A M—/b, AL
TIER B2,

(b) #F - HFEAM, BIOENSLE2TETLHMICAEKL
RNWT IV r—va kA VA ML AL TER LR
A

() A A=, FHLEI ETHT SV r— 3 vOF|
FERIECHE> TRIRT 5 Z &,

& 77V r—varikA A b—LTHHNT, A LZ
Fx2v I VT NI 2THIZLY DA NARLASNA, T =T
EAAEYT N2 TREEN T RN L 2RSS
L,

(e) HFTDENTHRNWY 7 v =T %A A ML EAL
RN &,

3. 12 SNHFEIE A T« 7 Ofli
FIFZ L, CD-ROM 7B v B —F ¢t A7, USB AEVED
SNEGEA T 4 T 2 AT 25 ICIE LU OK 52 E5T T
5T &,

(@) FIABEDOT 7 A NVEBRLFLIINETRIEA T 1« 7 & iiE
L7anz &,

(b) HELTHD, FITHINENTRWVINTEEA T «
TERMKRIIEALT 7 A LTRSS, 20 X 9 i
WERA LIZGEE, FHE R TLL 2L,

(c) HREHOIBIIERA T 4 7 2780, FIIIFEET 545
AT RSN TWET— RN EILESND Z LDk
I, BHY =V EHAWTHET D0, AT 4 7 2 HEN
IZHEET S Z &,

3. 13 W%

FIRE L, LRI A (- HHERER Lz & E1X, 7400

IEEE ICEE R T D 2 L,

(a) BERDO0S LT FVr—rar, HDHOE, KENICHE
BINTWVWARA RV Ea—20%y MU — 7 fghss
WZHOWT, X2V T 0 Lotk EARAEE RS
pats

(b) KRFENOFA N EIC, BEEZRELTHDIBZNOH
LarT e, MERH, MABRENSARIN TS
ZEERMLEESA,

(c) RFHDFEAR MT, KFEOHEEF R, MRLE O A
MENARESNTWS, 203, KEDHENEET L2
FUYNERTHEA SN TWAZ L2 R LESE,

4. PCEERTA KT 14

4.1 TA VAR
PCEHE T, B ONEHET DMK N, VA LA, U— L5
YL 720X D, UTOKSEMTFT 5 &,

24



2019. 10. 1 - @

(a) FIALTWS 0S 97 7V & —3 3 BT 5 MesmiE
WEICEEL, V7 MY 2T ORES B REICEET S
Z &,

b) DANAKNRY 7 NI =2T A A —NATDHELEY
12, UANAERT —Z _X— R ZFITRHIICHE> THL
&,

4.2 TV r—a DA A N—)L &l

PC EHE X, BHOBNEHETHMERIC, 7TV r—rarvizA

VA R—LL, BT AR, 3.9 I K0, L

FOXKEEMESTTHZ L, 12720, W% - HEBIB LI OZ

NHLEXETHEMNTH- T, ML d Ry NT—7 D

FENTF AT HHAITIXZORY TRV,

(@) Fv FNU—7HEWEICEATDET T r— v
AR M=, AL TIER LR,

(b) HIRKRIELSD Ny Nt 5T 7 r—yay
(KXY hA=T7) BA VA= FRHLTUIRS %
U,

(c) ZDfh, K¥xy FU—2 OFMIARD A HESE KT
HFy NI—=o T IV —va A A M= HHL
TR B 720,

4.3 RO ) 70 E HE

PCEIEIX. AHONEHTIMWMRICELC, U TOH{ S

SFEAHZ L,

(a) MRZFEIERLCTHATE 2 XL TUI e b, i
ROTBIHEREZ A S VWEAIIX. H O U & N7
HOARPFHATEDL LR TFEEZELDZ L,

(b) Xy NU—I7RETRBESEOH =FNmAKIZT 7
BATERNWESICTDH L,

() WIRIZT AUV FEFIRWEITHREHH I 20
&, 2L, BE R B ERG A Y R D
IR DA EBRL

d) FAZ by FRERIZBNTIZ, TH Yy haFE R0
FBRMRICHBICT 7 B A TERVWE D ITRELITIC
eSO E A L B & & HIT, MBI U T, Rk I
UAY—my 7 EORHEILEEL LD L,

(e) BENWREARIRRIZIHB WV TIL, I TH > THIRE K
BLRNT &, RERRIESE ATRE R GHTICRRE T 5 2 &,

() EHEMERE B 72720 EIZ X > T CD-ROM %, #EFiE A
T4 T LR SV K S I BIOS ZRE L, BIOS /%
AU—RERETDHZ L,

(g) MARZFEIHE, HDOWIIRET 25E1X. N — KT 1
A YRR A T VT, BRSO OMEE o fE )
DEET L2 DRI FEHY — L EHWTERID
HET L, WEMICEETSZ L,

4.4 TA VARG LTz & X Oxti

PCAFREE L, B O WE BT DURKRN T A NV RITRER LT 56

ST LT b DA 2IE, B DG & RIRIC Ik
THO, BHICYEmMEE Ry NU—7 B HEEL., R
B2 i - AHRR L, FEREMS 2 s, Xy FhU—7
MO OBEL, BRI, ry N —27 7 —T7 )L R LAN
H— K, USB F—MUMEMR LAN 7 % 7 2 72 K2 B0 4, MR
LAN 7 &7 5% 5 PC IZR STV DA ITIERR LAN FE6E
FlEIESED,

5. NMAT—REHTA FT7 A

5.1 W/ S AT — RO
FIAEIX. TA Ty EBRFBITENTZ LECHITH AT —
FEBACOLDICERET L&, PIISAT— RO FE EIF#
AT LOFH ML TIEZR B 2RV,

5.2 /RAT— NI 53055
FIHHZEDNRET D32 — FX75NE, LR OS2 2Tl
BT5b0THDH L,

* BARIR 6 SCTFLL LR S &R,
UTOT ~TOXLFTHEEDF 2D LRIEL UFU LS
ie,

(7) wRIF (A~7)

(1) AT (a~z)

(v) %+ (0~9)

(=) Y AT AT ATREZR FEH ST
U TFOXFINIBE G I HEFRETH D12, NAT— R
ELTEHEL TR B0,
O FREOT 17 MEBRNOBESITHRN TE 5 X
FH| (4aEi, =—H 1D %)
O EiE~E b0, ERICETRE 2B
L7=b D
O FEEORM LGS
O FHEHNDAFTEE
5.3 /NA T — RDEHL
FIR#EIZ, BEORAY — REFEICERLR2TER B2
W, WNATU—=RZAELZY | MRIZZEDAELERD 1T
D LTiE e by, FIAFIE, toFIT AT — 2Bz T2
D, REBETHRRAY— RBMOFIZHMOLNTZY LTLES Z
EMIRN K D I RIBOERE Z bR T HUE7R B 720,
4 XA T — ROFERO A[HENED & 5 BT ORI H O
IRAT— RRLT AU N EFERENDWREER S H DT, %
O H =Ry N7 2R EICRESNTND LR
FESEO NN EIE (FIF) iR %2 AV CoZNiEH
VAT BANDT IR AE{To TR B AR,
5 RAT— RDOER
FIRFIEL, 7h oy 8NITE (RFT7 T M LTI
WHEWAT 4 TR Z—, HBY AT DZOWVWTIIV AT A
BHE) NHRAT— ROEFEDOER %% 1255 1@
R RAY—REEBE LR TNIE LR, BEEKZD A
U— RIREFERIONRAT = FEHEPOLDOTH- TERS
720,
.6 RNAU— ROFHOHE
FIREZ. 7TH U b2 s o H SN UL DRt
L7=GEcid, B, 7THUy MRITECZEOREWREL
T IUR R B0,

o

o

ol

&

WAA—NVHRAITA RT A

A EBEFA—NVID KOEFA—NLT R ADEH

(a) FIRHIZ. MADETFA—/ID (BT A—/LP—r3~D
a7 A4y ID, LFRL, ) ROEFA—LT KL AZER
L7gnz &,

(b) FIRAEZ.BELA—VID KOEFA—ILT FLAEMMA
LI LA L,

(c) FIAEIX, EFA—NEFRATOILER L RoTGE
I, B A=V AT AOEHRHEMHEEE~RTHS Z &

(d) FEDOH—E R, WAL, HPABEMICA G ENHEL A —
VID ROREFA—ILT RLADLE I, BEFA—NID K
VEFA—NVT FLAZEHEORRE AT L. 50
ITHYEE DB ENTHERAT 2 LERH DG, D
HFA R OREICONTET A — /LY AT LAOERFHEATH
LFITHHET D &,

L2 REFRBETA—NEZF LT L & DXL

(a) FIAHEIZ, RADHDLIVHEETE VY — 2 bt X
N BN D REREFEF ANV EZE LEEEICIE %
R WRY B A=V ERNRNE IICEDRTIE
ASRAAN

(b) FIRHIX, BT A —IIARERT 7 A VPR ST
T BIiE MER VR Y37 7 A NV EBD RN KD
WIZBDRT IR B0,

6.3 BT A — NILEEOREE

(a) To (ZIEH) OFBRITREY DRV EMHEE L T LEE
T5Z &,

(b) B A—MZT7 7 ANVERMN LERETHEIC, Hi%7 7
ANMIKILTIANATF 2w 7 2479 2 L,

(c) EMEHMEEGDHRNMN 7 7 A NEEFA—/ILTEET
DHEIIE, NAY— REAWTIRET 2 0 E%OH K
EREIL. BERSH D LBOEET, R/ T 7 Aok
AT —RERETHI L,

A EETHETA—NVOAR

FIRE I, ROFHEICHELSTIE T A —LVOEEFEITDRN

Z &,

O BERAEER (TEREAHT & 2 OBERWHIFR O E

(o]

(o]

(o]

25



@ - - WA F [FTHIRGEER FITIEIRA 7 7T > X = e Fr

% H5F)

O MEMRER GnHIRpEmE, E1FEMHE, PHREHE. HIGHE, 7
A & AHEFIE)

O BT NNT ALY R EOAFEREICED D AR

O ALK O 5

O NTHRICHY T L%

O B, EARNZRTREREIFICHY T I

6.5 BAA—INYT FNORE

(a) FIMFEIL. FHAIE LT, HIML JBEROEF A — L% %E L
NI L, AR HIML IBROEF A — L2 E(E LIZEA.
FNEZELEMOBRE X 2 U T 4 KEDIE T 2H<
BENRSHDINOLTHD,

(b) FIHEZFIL, ZIELIEEFA—NEZTXAL (Vo FTH
A NEET) L LTHERRTEHIE, ADKR— L=V ~D
FHEHPCRERATZ VT MOFEITERRICH S BRN S,
HIML A — A OFRRIFRAIE LTl 5 2 &,

(¢) FIMZFZIZ. HIML A — LD F L a—ieaiEl+5 2 &,

6.6 KA — L ~D 5L

(a) FIRAHIZ, BB EICEFA—LT RLAZAE LT
BWEIL7eWNWZ &,

(b) FIAHEZ, A% —Fy hERBLTEFA—/LT KL
AENBTHHAICE, T RV AZHBIUES RV K
N, THREMTZ ENEE LV, BEIER T 5,
BERMICEAXTTRRT D, MERRSUTH & Rt fF
ANTBRE,

(c) FIREIE, Z{5 LB A —icx L TR, Zha %4
THZENREE LW, BEEMEEEREHLESHA, E
FA=LT FLANMEH SN TV D ERE X DR L
20 Ao THREA— LRI S AEEEL H 5,

6.7 X F v b

(a) Fz=—r A= (ALNEDET A —/INERHO ANIRE
THLICHEHET D HO%) OREE Rk E{ThRN &,

(b) A/RKA—) (A VT N A—VEERBENEZEL LT
WSERNZRE SNIZETF A=), Pr 7 A—n (&I
SEIE R WVE BN ESPN TV E S A —/L) HE2EE LN
&,

(c) B A— ML EMNTDHZ L, -, HAIXE L A—
NDORNEDIND & DI BRSO ERICEL Z &,

(d) BEHEBHLDH SN LOED SN TWVARWEIEEE 2
ALz &,

(e) BRI T T a— REMA LRV &,

() BFA—IWVEERT D, £1TE b2 30~35 UFf
ETETEANDZ &,

(g) To & Cc DWW FITEEM|L, EETIEFA—LIZ
X9 DI F A BRT HEHIE, To (BHTH) 28452
L,

7. =T T ITUVRALTA KT A
7.1 FIHOBW
FIHF L, RZOWEH S AT D3, HE - HFTE Ot & B -
FEEHZATOLOIRIKENTWDZ L EAR L, L8k
FPHCY =7 YA FEEETDHIZ L,
7.2 V=7 YA MHAEROTEEEE
(a) FIAFEIZ. FHNSEEOY =T A FelET 5L
WED, BELEOY—NIZRED KA VAR NIP TR
VAENTEERIND Z EICHETHZ L,
(b) AFFBRMBICKT 5 A 72 E X AACH 21T 720

&, BRSSO EXALTHo TH, WA
& o TIIARFLRAR LR B O BBN DN IBENH D,

(c) BV A FTIE, MBBRICAERY =TV A b~V
VI NEENTWBAREMNH D DT, %IRRT RO
Vo hemfE LN b,

(d) RERYA F~OFEEER-T2) IR A INVRED
RERY 7 =T (X rn—RIE5ZLE2HML
L7V 23 A v ¥ —Fy N EICEBGEET D0 A4
YA R THoTCHLAHABIY 2% 7Y v 7 LD
L,

(e) V=T _—=VRHIERIZ, AT Rntxa ) 785
REEBIZY T FU=TOXTyR—RERDLNTYH
Fyra—RLARNWZ L, UL NVARRKRIEERY 7 Ny =T
A UA R LESEONDAREEND B,

() U =T R=TOFHIARE BRI KL, —
EARGELEE (DoS W, Yy — LR IIARERBEEZLZ X
BT, P—ERAOBEDIKR T EIR -2 HE) LRI 5 A
EERHLIOTERETLHZE, TA Mo TE, ¥
RALLRUL IP 7T RLANLDT 7 8ARN T a v
ENDAREMENRH D, A TA Ty —F LDORE L
Toa—RIZkoThH,. 77 vRAT 0y 7 5ORENREA
THZLERDD,

(g) BT A—NTELNTEXLUML A—AHDY 7 &%
GV w7 LB E OV TELYA U7y
7 TRV A b ~OFFE, phishing #FEIC DN Z &N
H5D,

Phishing (7 4 v > 7)) Lid, e xiE¥A—2 v a vy
A b EHEPOBEEZFE 7220 T E LY A MCRIHEE
FBELID AT — REBAET LI RITATHD, =
DY A ML BFA—IVETHIML A—LDY 7 H

LFET 5,

7.3 U7 A F~OFEREE (T —L~OFERATI, 77
ANDT v 7 a— K5%)

(a) FEEARERORLD & V2L SSL/TLS ZEDZARME%
FIRAT2Z L, TOBE, GEAEOEYSMEZMRT D 2 &,

(b) BWET DU =7V A FOMEICIX, URL ZEBEATIT
LT, T—HXATNCFRY A NEFIAT D ET—XDFE
Bz a AP A NAZ YV TT 4 T DERMERS 5,
ITaAYA WAV TT 4T Eid AT — X DOIEYSE
BREOH WY =74 NORHAFEEN S - KHET, T—X
ANOBIZEBOH DV A FefkBET5E, 22 TR2Y
T RERT T T ANANT —HIFHAIND, fAS
NIZAZ VT MIANT =2 %2F =y 7 LT —
NTHHBEANT—FZ L L BICT T UHICEYIRSND,
27 VT MIT7 T UV OEEIZIER RS AR ON, A7 Y
FRETEHIRL THARNWT Z P TR EITSNT
LEW, BEARFERNSELBONEZY T 5,

(IPA BXx =2 VT 1B & —IC L AfiFR) %
http://www. ipa. go. jp/security/awareness/vendor/prog
ramming/a01_02. html

7.4 RIEZ' 07 T MITREGe UT=BF O %L

FIFZIL, X orn—RLE7 7 AV &FT LIV Z

LIZED, RIET 07T MIEGE LT USO8 S

HEAITIE, EHIZ LAN 7 —7 &2k R8Ik v 43% pC

Xy MU — 7 P OoEE L R 2 R - AR L

BrREMCZ &,

KIPA ¥X 2 VT 4 ¥ —l2LkB 70V A A2 U TT 4 IO TCOfEHIT, FKk 3143 A 1 B, TRt URL 21
https://www. ipa. go. jp/security/awareness/vendor/programmingvl/a01_02. html

ZOMIZHHANERH Y £ O T IEREREERED Web _X— (https://oii. tsukuba. ac. jp) D [Hi

HIBAMR ) ICH X RAIFEEZZML T IZ S0,

26



2019. 10. 1 - @

8. EMEHRATA 7 2—FRALE

At o —OFFEHAINE L, DT OEEFHET > T, FHLHOBRWERTE LT
HE - MRICEA LTS IZ S0,

1. ZRERA T 4 72 —OBEREIE, FH 8 I 20 305 22 KE5 53 CT9,
FEREOFMIT 2B ETITHKR T L, FINERAT 4 T2 =B BH LTI ZE W,
2. HEYEOLAIE, ENEV X —ICH LIHTTE RSN FGZFAT 2 2 &, R 2 —Eilix
ETHREREL DD, 20T THLEETE 8 A,
HEREOBAIEL, ARPNICESESR L CTHAY OFRNREAT T e v VAR 25 INRN T L,
WAL, Ao ¥ — A0 OORNTICES, BMNICELIAERN &,
AR Z—WNiT, BBEZIELET, RhL e By FTETORESEORELIARLITDRN &,
FIA#F L, FE=E - EEEUNORE X — OB LB AL RN &,
FRZ#F SN TV RWEGEZBFICHRELRNWZ &
L REUH—NTIEFRICL, BENTERERSAEA LN &,
FHARMRI AT, FIHRTORBIZRE L T HHONTRET 5 2 &,
EHZIET AN TERIEEZIT - T2V, BTHIEZEND L, AT 7 AL (BT A—
NEETS) PHANICTHEHANTZY  EINTED T2 ERnHD 7,
9. FEMFIAICY > TUIFIHLSEZSTY , R X —HREORRICES 2 &,
10. EFHEHRIT. A Z—0DWeb X—T K OAY OO/ R TEAE LETOT, R, HEETDHZ

ko

0 N O O ok W

https://www. cc. tsukuba. ac. jp/

Kl B —ITER T A T 2R ET 5 LT, FAERFTIIEW 2 AN K DREE FICE VTR
HRAERHIAIS LTV ET,

27



@ - - T F [FTHIREHE FTlgm A T 7T

A P4N
T D?%EW

~ SR "
SERIEHRA T 4 TRy Y —
2MR

* B 2% 206 EE=E
|y N 51%H
WAL Ay 15

2 [&

' ﬂg [CA305) i%mﬁ\zm]
Ly [CA203])
L/ |4
CAE S
MELERIIAZILE [CA201])
T
EV \|

*AR202 U2 —FBE - 2t
FIRHGESER TS, FMMAOF5 & A,
e —RORE/ S AT — FERITR Y

* A YO Entrance ZBITAR2MHE

BREEFFR - - H 8:20 ~ 22 : 05
22:00 ETCICHAE#K AT, Br¥—b
BHT5XIIZLTTFEN,

el

REE | =F=E

[206] II_I[205]
I

B##

WK 1085
BAS A% YT 15 N

f

[201] o .

RE=E
e L* P o )
2 g |

Atg

Szaal

= =|'I/ - L \Ji

EHBE EEE
[202] (203]

— KFEZE/NRF

* A 2R 203 EEE

Wi K 51%
WAL A% v ) 15
WA3 A% ¥ F 15

28



2019. 10. 1 -

mIE!
AMEBHE®D 1BE 4ARET

EEARED=HFAERAERIE

HYFELA.,

HEYIZABALHENEL S,

3 [

BEEL\L\T: Li?’o [307] (:
pErsYiE
iRz
1308 )
" Bi&
EV
BEIOZDELE
L* €
* BiE 2 i 205 RE=E
N o [301]
| TR 6 1% €
WAL AF v T 14 'l'l 1
(302411 -
*B*§2B%205 ﬁﬁz éi%+%*ﬁ%&x_}—_j_\
mys5—7) 4 2% EEE
S EEY S RE
MELEPRIAZIE
1M cammErsezizt
M [
1 [
Iy g | L
[CA112] [CA111] [CA110] [CA105] [CA102]
ipw
/1Y q! ™ V1 /"n/\u \E
CA120 CA119
[CA113) [CA114) : : ! - [CA106] [CA103] [CA101]
i —
<
[CA115] [CA11 f:]T;M 17]] [CA118]

29



@ - - HWAF [THIRGTHENE PTG A T 1 7T > 5 =i EP

FHEBAT 75— HBRK (FH28F4A18~)

= l
T REO || WHRERE  [emmEssoes—
I35 (clo-ciso) [ || FEREGERER | FEHA T 725~ K|
(A ERIEY) (ClOf#1E) —| XY NT—I R FEEBPT |
R A T —| R RATLFRBRESE |
— BT R AR |
Bi— RIS AT LR ZE B F58FT |
ERRAERE n
Eﬁ’;#:')?«r')x? S T HEIoorE |
EEER (CISO#k) —
; | mEmmsas| | | [LEEZA2
: | - nmzEs |
: E | | D |\'7_7 s =
; H Tases || [rwEmsmsses
; i [ — T EREERE |
: : MReSa2L' || HEsmemsn— |
: ! - VAT LR BRIIL—T |
i ! OEs
| N %g%;géx H 38 WRXESIL—T |
i [ EREBT)— |
XISIRT: |nforrrI:a'tE:Tn'§eEEFiFy""L' FRARFISIRT — BB/ SIRER ATT ATV IN—T |

Incident Response Team

30



2019. 10. 1 -

RAEKRPRNERAT A7V —HREEA

Pk 17 4 4 1
Pk 17 425 A
R 1T T A

27T H
9 H
28 H

YRk 17411 H 8 H

PRk 18 4 4 A
SRR 18 AR 4 A
SRR 18 £F 6 1

3 H
5H
14 H

AL I8 10 HB H

SRR 19 4F 2 A
PRk 19 429 A

28 H
21 H

VR 19411 A 9 H

SRR 20 4R 3 A

SRR 20 4F 7 A
Rk 20 429 A

SR 20 410 H 28 A

28 H

2 H
1 H

VR 20412 A 1 H

SRR 21 4R 3 A
SRR 21 4F 4 A

SRR 21 4R 5 A
SRR 22 £F 4 A

SRR 23 4F 4 A
Rk 23 45 5 A
SRR 23 £ 6 1
SRR 23 AR T H
SRR 23 4R 9 A
SRR 24 4F 4 A

Rk 25 4 4 A

SRR 25 4 5 A
ERR 26 4R 4 A

Rk 27 - 4 A

SRR 27 4R 5 A
SRR 27 4F 6 A
SRR 28 4R 4 A

SRR 29 £ 4 A
SRR 29 £F 4 A
SRR 29 4R 5 A
SRR 30 4R 4 A

SERE 30 & 11 H 20 A

Rk 3144 A
SFOTEAE 10 A

3 H

1 H

19 H
1 H

o= 01 DN =
o m

mmm

1

m

20 H
1 H

1 H

19 H
3 H
1 H

1 H
13 H
9 H
1 H

1H
1 H

# R

1.1 U Y —2X sakura 2] 1E

1.2k FIAMIAL, kaede ARAZEHE

F1.3K B X —Web ~—TWUHR. sakura #R&ETIE

%2 R HERSE. 3. e-Learning, HA K7 A 48#

W2 1R BEM 2.3, 2 INEERTIE

2.2 i A207 % HEHR LAN R R Bk

H 2.3 HLEMPHEBEH S AT LAWHAZE 54C01 A=, CA201 BH=., 727k A

KA > N ID DFELL, VPN #BREH
mimosa P —E AT, 5 H1 HE 2. 4K
H2.5 M HERAARBSLEEEDRTEAREREYT 714 B,
—FBRE XA T — RIRZE X EAE CHRIT A
FRT T FEGEEF 8-1241 |
W2 6k P LAN, #i— ID D@uid R,
o B—
F2. T 2D EH=EMH, V7 T4 Fo—EHmE
2.8 kaede —E AT
2.9 BAEERE S AT SR AR R %
2. 10 il o x—2 PE3EE 5B (203, 205, 206)
F2. 11 Web RiEH—E ABh, 2F AT LT,
BEAEE DI
L AT NEBME., sakura TV AT A, Ry NU—F FY—E
YN/ T
3R ERLAN 7 7B ZARA v N OEREEH
W32 R HTEERR LAN Wi, &% R T A AL~ FAHAI0 49 HR) .
H—RRRE S A U — RIXE K EAE CHREIT . K&EYT 74 MBI, NTP
L DNS D7 RLAZEH

FRAER Y FU—T VAT AL K

sakura OHEEHL & Bril

55 3 ki

3.3 MR MESR LAN22 AEFERL . o 5 — = JHEMES . Web EEIET
3. 4R REXKESEYT T A b ORE % B308 ~ Bk

¥ 3.5 ki RCHIENRI - 2 B — s % CA105 ~FEa%

3.5, 1k CABGHEAFR TR X

H3.6 M SCEBETER KRV T T A b R EAEBA

EITH BPAERL X —VTTA VEEIL, BEI TV RE, EEREE, K

HIEIRIAR > 2 7 v 23800

sakura f& T, ®FEBE VAT LEH., ~A 71 Y 7 MEEEKEN

RSB, TV AHKEBEH T AT AL TWINS 3 —REEFI . &

AT 4T =R E LA — R EAEAEWIE

TAR  WTFIEENEHR T AT 2 B TRIOS 23— 8RR H B A

% 4.1 Manaba 3R, Moodle 8 AT, B308 75 X EAE ~ A BeR, H
BRRLE 5%=>8%, LB E (UTID-13  UTID-NAME)

A2 EMPHELA, SNV—T T 2T AT 4 AL AT 5 (2015. Feb~) ., VPN
P — b R IERTEM (2014, 11. 4~) . eduroam, EMEEE « B EHINEES X
T, CAL12 # B =

55 3. 8 kit

H4.2. LI MERRBSET (FMEX 2 U7 ¢ U A7 BB ISIRT)

4.2, 2 FERRBICEET (e ¥ = UV 7 « EMZASHER. ¥ ISIRT HIER)

4.3 0K FARRET (FEHMEARER) . Web Y — L U Z P —E RA —/b
P—"BATHTA U 7 A — S5 BRE I B bA

BHM AFREHI AT AEE, FaEry MU — U FEES

Wh L VT TA MEERETIE

F5. 20 P.11Web A—/ 7T 7 & AMETIE

FL5.3IMR FRIFEA, B2 U T A HEFFOTLDDOWEHIR - FNT 7 AR
AT s e FANRY NU—I T w2 MBI, sakura Hl
M, A NLAKIE Y 7 MR, Gaussian 288, AdobeCLP HIER. JHIFD
M —E 2T, BEHRIET— B AKET. BNRIKET. FARRGET

5.3 1 BREWADEEETIE

5.4 W cc/ecloud/ocw URL ETIE. #E—3REAEFIH > A7 AiBN

FE ALK HEPELE 8%=10%, oii Web N—THH, BANKILET, #H—R
FEEREATSA U — RAEZWIR, FIHLEHEIE

31



Academic Computing and Communications Center

Organization for Information Infrastructure

University of Tsukuba

1-1-1 Tennodai, Tsukuba-shi, Ibaraki 305-8577
Phone: 029-853-2452
URL: https://www.cc.tsukuba.ac.jp/




